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Abstract

Artificial intelligence (Al) represents a transformative force in cybersecurity, enhancing defenses
through intelligent data analysis and early threat detection, while enabling the prediction and
rapid response to potential attacks. At the same time, it can be exploited by attackers to develop
advanced attacks, intelligent malware, and sophisticated exploitation of vulnerabilities. Al also
allows monitoring of suspicious patterns and analysis of abnormal network behaviors, reducing
risks and strengthening organizations’ data protection capabilities. However, its use raises legal
and ethical challenges regarding privacy and responsibility for automated decisions, making the
development of comprehensive regulatory and technical frameworks essential.

Keywords: Artificial Intelligence (Al) — Cybersecurity — Advanced attacks — Intelligent data

analysis — Early
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Abstract

The Algerian legislator has shown increasing interest in addressing crimes related to the use
of artificial intelligence, despite the novelty of this type of crime and the rapid pace of
technological development. Although there are no specific legal provisions that explicitly
criminalize artificial intelligence—related crimes, Algerian legislation relies on the general rules
set forth in the Penal Code, as well as the Law on the Prevention and Suppression of Offenses
Related to Information and Communication Technologies, to criminalize acts committed
through these technologies whenever they threaten state security, public order, or individual
rights.

This approach reflects the legislator’s effort to adapt existing legal frameworks to emerging

crimes, while highlighting the need to further develop the legislative system to keep pace with
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the specific risks posed by artificial intelligence, particularly with regard to criminal liability,

personal data protection, and the prevention of misuse of intelligent systems in the commission

of cyber crimes

Key words Artificial Intelligence Crimes, Algerian Legislation, Cybercrime, Criminal Liability,

Data Protection, Emerging Crimes, Information and Communication Technologies (ICT)
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Abstract

This presentation explores the role of artificial intelligence in enhancing modern crime
capabilities, reviewing the most prominent forms of contemporary attacks that have exploited
smart technologies, such as cyber fraud, digital breaches, and deepfakes. It also highlights the
risks arising from the illegal use of artificial intelligence and its impact on digital and community
security. At the same time, the presentation offers a critical review of the legal and technical
mechanisms available to counter these attacks, emphasizing the importance of combining
modern legislation, community awareness, and counter-technologies to ensure the protection

of individuals and institutions. The presentation aims to highlight contemporary security
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challenges and provide practical recommendations to enhance preventive capabilities and rapid

response to Al-powered digital attacks. We will address the following topics:

1- Contemporary models of attacks using artificial intelligence

2- Mechanisms for countering attacks using artificial intelligence and the challenges of
achieving cybersecurity

Keywords: Artificial intelligence, digital crime, cybersecurity, contemporary attacks,

countermeasures.
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Abstract:

To ensure that cybersecurity requirements are met when using digital platforms linked to
databases powered by artificial intelligence, Algerian lawmakers have sought to establish a
progressive legal framework governing access to this field. The aim is to strike a balance
between freedom and the protection of rights. This legal process is based on a set of
frameworks that appear within the requirements of the national strategy for activating
cybersecurity mechanisms, which adopts the fundamental goal of protecting the digital space in
order to enhance confidence in electronic services. Legal texts have been developed relating to
information technology and personal data, how to protect them and combat related crimes. A
group of national bodies has also been established to activate and develop these texts in line

with technological developments and their impact on various fields.
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A set of standards has been adopted to achieve digital security in accordance with encryption
systems, network fortification, and the implementation of mechanisms for early detection of
attacks, proactive monitoring, and response to cyber incidents.

Keywords: cyber security, artificial intelligence, information security.
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Abstract

The field of cybersecurity is undergoing a profound transformation driven by the rapid
advancement of artificial intelligence (Al) technologies, which now play a dual role ranging
from strengthening digital protection to generating new and complex threats. This study aims to
analyze the contrasting impacts of Al on cybersecurity by examining the enabling mechanisms
these technologies provide, alongside the security challenges arising from their illicit use.On the
one hand, Al contributes to enhancing early detection capabilities against cyberattacks and to
the development of intelligent defense systems capable of learning and adapting to evolving
threats. It also improves the effectiveness of incident response and reduces recovery time. On
the other hand, Al enables attackers to design more sophisticated malware and to carry out
precise attacks that are difficult to detect using traditional methods, in addition to employing
deepfake technologies to infiltrate systems and deceive users.

Keywords: Artificial Intelligence, Cybersecurity, Digital Threats
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Abstract :

Here is a precise legal translation of your text into English, maintaining the formal and
technical tone suitable for legal or official contexts:Cybersecurity is currently considered one of
the fundamental pillars in a time that relies heavily on everything digital and technological, as it
contributes to protecting individuals, institutions, and states from risks that may affect the cyber
space. Regarding states, Algeria is among the countries that are making significant efforts to
enhance its cybersecurity by adopting a set of mechanisms and strategies.

Naturally, in this process, it will inevitably face a range of obstacles that create a barrier between
the effectiveness of its cybersecurity enhancement and the challenges encountered.

Keywords : cybersecurity-strategies-Alegria-challenges.
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Abstract

This study aims to shed light on the complex dialectic between artificial intelligence and
cybersecurity, in light of the rapid digital transformations that have made algorithms a key
factor in securing information spaces on the one hand, and threatening them on the other.
Artificial intelligence is now widely used in the development of early warning systems,
automated intrusion detection, and big data analysis to protect institutions. However, the same
technical capabilities are also exploited to create intelligent cyberattacks that are capable of
adaptation and concealment.From this perspective, the study addresses the dual relationship

between artificial intelligence and cybersecurity, considering it a dialectical relationship
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between protection and threat, trust and danger, control and freedom. It also seeks to analyze
the social and ethical implications of this phenomenon at the level of individuals, institutions,
and societies, in light of the increasing reliance on automated systems and sensitive data.This
research paper concludes that achieving an effective balance between security and
technological development requires a comprehensive approach that combines the
technological and human dimensions, based on rational digital governance and an ethical and
legislative framework that ensures the use of artificial intelligence in the service of security
without compromising the rights and digital freedoms of individuals. The results also confirm
that cybersecurity in the age of artificial intelligence is no longer just a technical responsibility,
but has become a shared social and institutional responsibility.

Keywords: Artificial intelligence, Protection, Risks of Cyber Intrusion, Cybersecurity
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Abstract

Cybersecurity is undergoing a profound digital transformation within the global digital
sphere, driven by the tremendous advances in the field of artificial intelligence and its modern
tools and techniques. Smart algorithms and information systems are no longer limited to
protecting national or institutional information infrastructures; they have also become capable
of developing advanced electronic systems that are difficult for cybersecurity specialists to
detect or identify. This evolution has transformed cyberattacks from random, simple operations
into well-planned and highly organized digital assaults. In the current era, artificial intelligence
has enabled hackers and cybercriminals to develop malicious software and electronic
techniques that operate outside the legal and regulatory frameworks of digital transformation.
These tools possess self-learning and adaptive capabilities that allow them to penetrate digital
data, bypass defense systems, and exploit specific security vulnerabilities within targeted
organizations. Consequently, the field of cybersecurity now faces an intelligent adversary that
employs the same analytical tools used by security professionals sharing the same intelligent
mechanisms that drive protective and monitoring systems. This reality compels institutions to
adopt long-term security strategies and to invest in the continuous training of specialists
capable of predicting and preventing cyber risks before they occur. In this context, artificial
intelligence represents both a defensive tool and a preventive mechanism, designed to enable
early detection of illegal intrusions and automated, rapid responses to potential security
incidents that may target institutions or companies. As for resistance and counter-strategy, it
requires integrating the technical and human components within a comprehensive framework
that seeks equilibrium and stability. This includes establishing specialized digital transformation
teams capable of analyzing complex information systems, employing advanced cybersecurity
technologies, and receiving adequate material and technical support. Ultimately, the real
challenge lies not only in developing preventive defense programs but also in strengthening
digital awareness, promoting a culture of cybersecurity, and ensuring a balance between
technological progress, human values, institutional security, and professional ethics.
Keywords: Artificial Intelligence / Cybersecurity / Smart Cyberattacks / Machine Learning /

Intelligent Algorithms
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Abstract

Atificial intelligence has played a vital role in enhancing the ability to detect threats and secure
information at an unprecedented rate—a field known as cybersecurity. This has contributed to
the early detection of risks, the development of viable solutions, and rapid response, thus

solidifying the interactive relationship between artificial intelligence and cybersecurity.

Keywords: Artificial intelligence, cybersecurity, security threats.
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Abstract

The electronic public order faces accelerating challenges due to the expansion of the digital
space, making artificial intelligence a pivotal tool for enhancing cybersecurity, combating
cybercrimes, analyzing data to predict risks, and monitoring harmful content. Despite its
effectiveness, its use raises issues related to privacy, legal liability, and the risk of turning itinto a
tool of excessive surveillance. Therefore, employing Al requires a strict legal and ethical
framework that balances protecting the digital system with safeguarding rights and freedoms.

Keywords: Artificial Intelligence / Cybersecurity / Cyberattacks
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abstract

Both artificial intelligence and cybersecurity are manifestations of the tremendous technological
advancement we have been experiencing over the years. These two fields have gained
significant prominence in modern technology due to their crucial roles in shaping the digital
world. Organizations are keen to utilize Al-powered cybersecurity tools and systems to detect
and respond to threats more rapidly. There is a close relationship between Al and cybersecurity.
Al systems are being developed to enhance cybersecurity, alongside implementing security
measures to protect Al systems from breaches or manipulation. In light of the rise in cyber
crimes such as data theft and phishing, organizations have turned to various means to combat

these threats, equipping qualified cybersecurity teams with the latest technologies, including Al.
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This technology aids in the swift detection of harmful activities and helps defend networks
against cyber attacks.

Al in the realm of cybersecurity works to create virtually secure applications, eliminating

vulnerabilities, increasing the accuracy of problem detection, speeding up investigations, and
automating response mechanisms

Kexwords Cybersecu rity — Artificial Intelligence
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Abstract
The rapid expansion in the use of artificial intelligence (Al) systems has led to the emergence
of complex cyber threats that are difficult to predict or attribute, raising a new legal dilemma
concerning the determination of responsibility for cybercrimes committed through such
systems. This paper seeks to examine the legal framework governing liability for Al-related acts
in cyberspace, by analyzing relevant Algerian laws and comparing them with recent foreign
legislations, particularly the European Artificial Intelligence Act (Al Act 2024). The study aims to
propose an Algerian legislative model that aligns with technological advancements while
maintaining a balance between digital innovation and cybersecurity, thereby ensuring effective
protection of rights and freedoms in the digital environment.
Keywords : Artificial Intelligence — Cybersecurity — Cybercrime — Legal Liability — Algerian

Legislation.
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Abstract

The process of protecting personal data is considered one of the most important factors for
achieving cybersecurity, given the legal, economic political, and security value that such data
represent. For this reason the Algerian legislator created the National Authority for the
protection of personal data under law n 18/07 of 10 june 2018 as amended and supplemented
by law n 25/11 of 24 july 2025. The Authority is entrusted with the mission of ensuring
compliance with privacy requirements and guaranteeing the processing of personal data within
a safe legal environment. This Authority performs a dual preventive and deterrent function by
supervising data processing and imposing sanctions on violators. It operates within a
framework that seeks to balance freedom of information with the protection of private life,
through the dissemination of legal awareness to ensure sustainable security.

Keywords : Data, Cybersecurity, Data Protection, Authority, Digital environment.
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Abstract

Crimes against automated data processing systems in Algerian legislation include the crime
of damaging the automated system by specific means and techniques, and this is through a
computer virus. In this way, the Algerian legislator has kept pace with various comparative
legislations in the field of creating legal texts to confront this type. The legal mechanisms in
Algerian legislation to combat the crime of data destruction consist of amending the Penal Code
by Law No 06/04 which added Section 7 bis, Tampering with Automated Data Processing
System This section defines cybercrimes, including the destruction of automated systems, and
specifies penalties for them, in addition to establishing bodies. Specialized bodies such as the
National Authority for the Prevention of Crimes Related to Information and Communication
Technologies have been established. Furthermore, the Code of Criminal Procedure has been
adapted to address the nature of these crimes, and this legal framework has been strengthened

by the ratification of relevant international conventions.

Keywords: Crime, destruction, data, mechanism, intentional.
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Abstract

Artificial intelligence brings about a profound transformation in the cybersecurity landscape,
as it constitutes a double-edged instrument that gives rise to a new and complex security
paradigm. On the one hand, it represents an indispensable strategic ally; its algorithms enhance
protection through intelligent and early threat detection, behavioral analysis to anticipate
attacks before they occur, and the automation of incident response, thereby significantly
reducing human time and effort. On the other hand, this very advancement poses an
unprecedented threat, as it empowers attackers with sophisticated tools that enable more
intelligent and complex attacks, including self-learning cyberattacks, deepfake technologies

used for manipulation and fraud, and adaptive malware designed to evade detection.

Accordingly, this contribution seeks to analyze this challenging equation, shedding light on the

mechanisms for leveraging artificial intelligence to strengthen cybersecurity, while


mailto:fakhreddine.mihoubi@univ-biskra.dz
mailto:walid.saifi@univ-biskra.dz

2025 swmisi 30 el ¢S jae 8 3yl (YY) cilaas

simultaneously examining the emerging risks it generates. It further underscores the urgent
need to develop flexible security, legal, and ethical frameworks capable of keeping pace with

this rapidly evolving dynamic, in order to achieve the desired balance between harnessing

opportunities and mitigating threats.

Keywords: Artificial intelligence, cybersecurity, cyberattacks, deepfake technology, threat

detection, digital security, regulatory frameworks.
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Abstract

There is a complex and simultaneously evolving relationship between artificial intelligence
(Al) and cybersecurity. On one hand, Al presents unprecedented opportunities to enhance
cybersecurity defences. Machine learning and deep learning techniques are utilized for
proactive threat detection, analysing anomalous network behaviour, and automating incident
response at speeds that surpass human capabilities. These tools act as a powerful shield against
sophisticated attacks, reducing response times and improving the efficiency of vulnerability
management. On the other hand, Al opens the door to significant challenges and risks, as it has
become a potent tool in the hands of attackers. Al techniques are used to develop self-evolving

malicious software Polymorphic Malware), launch highly personalized and large-scale phishing
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attacks, and bypass traditional protection systems. Furthermore, the concept of emerges as one
of the most serious threats, where intelligent models are manipulated to deceive them or their
training data is poisoned. Navigating this dichotomy, legislation is attempting to address crimes
committed by Al systems and, consequently, to find solutions for the complexities of assigning
legal liability (both criminal and civil) and the privacy challenges arising from the use of Al in
surveillance. This underscores the necessity of developing new regulatory and legislative
frameworks that can keep pace with the rapid advancements characteristic of this modern
technology.

Keywords Artificial Intelligence, Cybersecurity, Legal Liability, Digital Legislation, Adversarial Al.
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Abstract

The world is witnessing a tremendous technological revolution in which Artificial
Intelligence (Al) plays an important role in various fields, including cyberspace. This has led to
the emergence of many challenges and threats that affect cybersecurity, which has now become
a key component of national and economic security for states. Intelligent systems are
increasingly capable of making autonomous decisions within an open digital environment and
can also carry out cyber intrusions that may cause serious damages to users operating in this
space. This raises important questions about the liability system for damages resulting from the
use of intelligent systems in cyberspace and how responsibility for such damages should be
determined, whether civil or criminal. With regard to civil liability, the issue is whether

traditional rules of liability—both contractual and tortious—are sufficient to apply in such
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cases, or whether legislators need to establish more precise and clearer rules that balance the
protection of digital rights with the encouragement of technological innovation. Indeed, the
clearer and more precise the liability system is in identifying responsible parties and the
sanctions arising from damages caused by the use of intelligent systems, the more it contributes
to strengthening trust in the digital environment and achieving a higher level of cybersecurity.
Moreover, cyberspace constitutes a virtual environment in which actions that may amount to
cybercrimes are carried out, such as system intrusions, data theft, or the dissemination of
malicious software. When such acts are committed by intelligent systems operating with partial
or full autonomy, the question arises as to who bears criminal responsibility.

Keywords: Cybersecurity — Artificial Intelligence — Liability.
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Abstract:

Security is a vital concept that touches every aspect of our lives; it is foundational to human
existence. This concept has undoubtedly undergone numerous transformations, becoming
more refined and shifting from traditional interpretations to more sophisticated and
comprehensive understandings. Today, specialists explore both the broadest and most detailed
dimensions of security. Historically, the concept was confined to military affairs, weaponry, and
maximizing power in a practical sense. However, security has expanded to encompass a wider
scope, including individual and global dimensions such as insurance and protection systems.
Contemporary discussions now extend deeply into the digital realm a field that was once
limited to brief, isolated computer operations but has since evolved into a cornerstone of
modern life. Despite the many factors that could threaten the stability of nations, the
international community has grown increasingly dependent on digital technologies and the
Internet across all sectors. This dependency has made the relationship between security and

digital technological development more critical than ever.
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For this reason, the study of security and its influence on advancements in electronic and digital
technologies has emerged as a significant and timely area of inquiry.

Key Words:Security, Digital Technology, Cybersecurity,
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Abstract

It has become evident today that artificial intelligence, in its various applications across
different sectors and fields, constitutes an inevitable necessity for achieving progress in the era
of technology and digitalization. This confers upon it great importance in examining its role in
strengthening and ensuring cybersecurity, and in providing the necessary protection for
information and personal data relating to Internet users against potential abuses and cyber
intrusions. This implies the existence of an interdependent and interactive relationship between
the concepts of artificial intelligence and cybersecurity, both of which have become priorities to
which States devote significant mechanisms and efforts in order to regulate and control them
and to limit the damages that may result therefrom.

Keywords: Artificial Intelligence, Cybersecurity, Law, Digital Information, Cyber Intrusion.
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Abstract

It is now well established that artificial intelligence, in its various applications across diverse
sectors and fields, constitutes an indispensable requirement for achieving progress in the era of
technological advancement and digitalization. This underscores its critical importance in
examining its role in strengthening and ensuring cybersecurity, as well as in providing adequate
protection for information and personal data relating to Internet users against anticipated
violations and cyber intrusions.

This situation reflects a relationship of interdependence and dynamic interaction between the
concepts of artificial intelligence and cybersecurity, both of which have become strategic
priorities to which states devote substantial legal, technical, and institutional mechanisms and
efforts to regulate their deployment and to limit the potential harms and risks arising therefrom.

Keywords: Artificial intelligence, cybersecurity, law, digital information, cyber intrusion.
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Abstract:

The international security landscape is undergoing a radical transformation with the rapid
development of artificial intelligence (Al). Al's danger and advantage lie in its dual nature: it is
both a powerful tool for attackers and a shield for defenders. On the one hand, attackers are
harnessing Al capabilities to automate attacks, making them more precise and sophisticated.
This shifts the balance of power in favor of advanced threats and poses unprecedented
challenges to national sovereignty and the security of critical infrastructure. On the other hand,
Al provides essential defensive solutions, enabling defenders to move from reactive responses
to proactive and intelligent defense.

This paper aims to analyze the nature of this ongoing technological race between offense and
defense, identify the key challenges facing cybersecurity in this new era (such as the need for

rapid detection mechanisms and ethical frameworks for handling big data), and offer a strategic
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vision for reshaping the global game towards building more resilient, adaptable, and sustainable
security systems at the national and institutional levels.

Keywords: Cybersecurity, Artificial Intelligence, Cyberspace, National Security, Sovereignty
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Abstract

In recent decades, the world has witnessed profound digital transformations that have reshaped
lifestyles, communication methods, and ways of accessing knowledge, Digital technology has
become an integral part of modern social structures, influencing various areas of human
activity, including the education sector, which has widely adopted digital media and electronic
platforms. At the core of this transformation, digital culture has emerged as a fundamental
framework for understanding how individuals interact with cyberspaces, the opportunities it
provides, and the risks it carries. With the increasing spread of digital spaces, new security
challenges have emerged, prominently through what is known as cybersecurity a set of

procedures and practices aimed at protecting information, systems, and digital identities from
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attacks and breaches, Today, cybersecurity has become one of the primary concerns of
educational institutions, as students constitute one of the most active and frequent users of
technology, making them vulnerable to various forms of cyber threats, such as hacking, digital
blackmail, data theft and identity fraud

Addressing this topic from a sociological perspective is particularly important as understanding
the phenomenon goes beyond technical aspects to includ the analysis of students’
representations of cyber risks, how they perceive these risks, and how they interpret their
sources, based on their social backgrounds and daily digital experiences. Digital culture is not
merely a set of technical skills but a system of knowledge, values, and practices that shapes how
students use technology and interact with cyber threats.

This study aims to explore the relationship between digital culture and students’ cyber
awareness, by analyzing their perceptions and representations of electronic risks and examining
digital behaviors that may increase their vulnerability, It also seeks to understand the social
factors shaping these representations, whether related to family, peers, the educational
environment, or personal experiences in cyberspace.

Keywords: Digital Culture, Cybersecurity, Cyber Risks. Students'Representations, Digital

Awareness, Educational Institution
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Abstract

Traditional military alliances have undergone significant transformations over the past two
decades due to digital developments and cross-border cyber threats, giving rise to a new form of
inter-state cooperation known as cyber defence alliances. This study aims to analyze the NATO
Cyber Defence Pledge as a practical model of these transformations and to understand how
cyberspace has become an extension of traditional military alliances in enhancing collective
security. The importance of this study lies in its focus on a practical model that combines
military strategy with modern technology, addressing questions about collective security in the
digital domain, which still lacks a clear international legal framework. Additionally, the study
provides an analytical framework that can be used to evaluate other cyber alliances in the
future. The study is guided by the following research problem: How can cyber defence alliances

effectively reflect an extension of traditional military alliances while ensuring collective security
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in the face of cyber threats?. It also raises several sub-questions: What is the nature of the
transition from traditional military alliances to cyber alliances?

What mechanisms does NATO implement under the Cyber Defence Pledge?

What legal and political challenges are associated with this model?

To what extent does the cyber alliance contribute to enhancing collective deterrence and
protecting digital security?

Keywords: cyber alliances, traditional military alliances, collective security, NATO Cyber
Defence Pledge, cyberspace
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Abastract
Artificial Intelligence (Al) has emerged as one of the most effective tools for addressing the
growing challenges of cybersecurity. It enables the development of systems capable of
predicting cyberattacks and analyzing their patterns before they occur. Through machine
learning and deep learning algorithms, Al can detect abnormal behaviors within digital
networks, allowing for early and automated responses to potential threats. This study aims to
examine the role of Al in enhancing cybersecurity performance by forecasting attacks and
reducing response time, with a focus on big data analytics and intelligent monitoring systems. It
also discusses the technical and ethical challenges of using Al in cybersecurity, such as
misleading data and the risk of technological misuse. The study concludes that effective
human—Al collaboration represents the future of cyber defense and a crucial step toward a safer
and more resilient digital environment.

Keywords: Cybersecurity, Artificial Intelligence, Cyberspace,
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Abstract

This study aims to evaluate and analyze the Algerian legal and institutional framework
adopted to confront the increasing cyber threats that target the national vital infrastructure, in
the context of accelerating digital transformation, which places the readiness and effectiveness
of the national cybersecurity system at stake. The main problem centers around the
fundamental question: How efficient and effective is the current Algerian legal and institutional
framework in providing an integrated and effective system for protection, deterrence, and
prevention to confront evolving cyber threats? It is clear that this framework is a system with
two essential dimensions: a legislative pillar for deterrence and protection, represented by the
Cybercrime Law 09-04 for criminalizing acts affecting data systems, and the Personal Data

Protection Law 18-07 which enhances cybersecurity through data controls; and a second
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institutional pillar for strategy and response, represented by the National Council for
Information Systems Security (CNSSI) for setting the supreme strategy, and the National
Computer Emergency Response Team (DZ-CERT) for incident management, supported by
specialized security and military agencies such as the Cyber Defense Service. With the
completion of these pillars, the study indicates that the system faces significant operational
challenges, the most prominent of which is the human vulnerability represented by the
qualitative and quantitative shortage of specialized competencies, which hinders advanced
tracking, analysis, and response to evolving threats, necessitating the need to strengthen
academic training and raise awareness to ensure an integrated system of protection, deterrence,
and prevention.

Key Words: Cybersecurity. Law 09-04. Cyber Threats. National Agency for Information

Systems Security (ANSSI). Cybercrime. Legislative Protection
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Abstract
The contemporary world is witnessing a radical transformation driven by rapid
developments in the field of Artificial Intelligence, which has become one of the most important
strategic components of digital transformation and decision-making. However, this tremendous
technological advancement has been accompanied by a rise in cyber threats and a
diversification of attack and intrusion methods, resulting in a complex relationship between
cybersecurity and artificial intelligence—one characterized by mutual influence, occasional
complementarity, and at times, conflict. Problem Statement: How do artificial intelligence
techniques interact with cybersecurity as both a protective tool and a potential threat?
Keywords: Cybersecurity / Artificial Intelligence/ Machine Learning / Digital Threats

/Technological Governance /Ethical Al
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Abstract

Cyberspace has become an integral part of the structure of states and societies. It offers
immense economic, social, and educational benefits, yet at the same time constitutes a domain
of cross-border challenges and threats. With the rapid acceleration of the digital revolution and
the emergence of large-scale artificial intelligence ) applications, the nature of cyber threats has
evolved — tools have become more complex and scalable, and some attacks now possess
advanced capabilities supported by machine learning models that generate targeted and wide-
impact attacks.

Consequently, no single state can confront these threats in isolation; international cooperation

has become a necessary condition for protecting critical infrastructures and securing the digital
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space. The importance of this topic lies in several key aspects: The transnational nature of cyber
threats: cybercrimes and attacks easily cross borders, requiring coordinated international
responses. The complexity of Al-driven attacks: automated scanning tools, deepfakes, and
intelligent targeting increase the need for technical and informational coordination between
states. Protection of critical infrastructure and the digital economy: disruptions in digital
services can cause severe economic and social losses, while international cooperation reduces
the risks of escalation and cyber corruption. The need for unified legal and policy frameworks:
enforcing laws, exchanging digital evidence, and harmonizing standards all require clear
international mechanisms

Keywords: Cybersecurity, Cyber threats, International cooperation, Artificial Intelligence, Digital

transformation, Data protection, Legal frameworks, Digital governance, Cybercrime.
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Abstract

The world is currently witnessing a profound transformation in the structure of the
international system as a result of the digital revolution and the advancement of information
technology. Power is no longer limited to military or economic capabilities, but now also
encompasses control over data, information, and digital infrastructures. Within this context,
cyberspace has emerged as one of the most prominent arenas of interaction and conflict among
states, as it constitutes an open virtual domain in which the interests of states, institutions, and

individuals intersect. Despite its economic and social benefits, cyberspace has generated
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unprecedented challenges that threaten national security and internal stability, particularly with
the escalation of cyberattacks and digital intrusions targeting vital institutions and strategic
facilities. Cybersecurity has thus become an integral component of comprehensive security in
the twenty-first century, as it relies on complex technologies that transcend geographical
boundaries. With the rise of artificial intelligence as one of the most significant contemporary
innovations, opportunities to strengthen digital security have expanded through predictive,
preventive, and intelligent analytical technologies. However, threats have also become more
complex due to the use of the same technologies in the development of advanced offensive
tools. Consequently, an urgent need has emerged for effective international cooperation
capable of addressing the transnational challenges in this field.

The central research problem of this study stems from the complex interplay between
technology and politics in cyberspace, and from questioning the ability of the international
community to establish effective cooperation mechanisms to confront digital threats amid the
rapid development of artificial intelligence. Accordingly, the main research question can be
formulated as follows: To what extent does international cooperation contribute to
strengthening cybersecurity in light of the accelerated evolution of artificial intelligence
technologies, and what challenges hinder the achievement of sustainable collective digital
security?

Key words cybercrime, cybersecurity.
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Abstract

This abstract provides a concise overview of international efforts to strengthen cybersecurity
in the Al era. It surveys policy frameworks, governance mechanisms, and international norms
developed under United Nations processes such as the Open-ended Working Group (OEWG)
and the Group of Governmental Experts (GGE), as well as regional initiatives like the EU’s NIS2
directive and the Al Act. It also reviews global standards from ISO/IEC and NIST, and
cooperative tools including CERT/CSIRT networks, capacity-building programs, joint exercises,
and shared risk assessment practices, with attention to data governance and ethics. The abstract
discusses challenges arising from disparities in capabilities among states, the security of Al-
enabled supply chains, and governance of data privacy and ethics. It highlights opportunities to

advance global cybersecurity governance through risk-based Al frameworks (e.g., NIST Al RMF),
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greater transparency, and responsible innovation, while ensuring privacy and human rights
protections. The paper argues for sustained political will and multi-stakeholder collaboration
among governments, industry, academia, and civil society to secure critical digital infrastructure
and enable safe Al-enabled innovation. Potential pathways for future policy development and

research are suggested.

Keywords: cybersecurity, artificial intelligence, international efforts, international cooperation
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Abstract:

The cybersecurity landscape in the United States is undergoing a significant transformation
driven by the integration of artificial intelligence technologies, which have become a central
pillar in protecting national digital infrastructure. This paper examines how Al is employed to
support critical systems in the face of rapidly evolving cyber threats, highlighting key practical
applications such as anomaly detection, predictive analytics, threat intelligence, and automated
response mechanisms. The study also reviews prominent Al-based techniques used in the
United States, including machine learning, natural language processing, and neural networks,
showing how they contribute to strengthening digital resilience and enhancing institutional
capabilities to counter sophisticated attacks. At the same time, it assesses the challenges
associated with this expansion, particularly ethical considerations and the risks linked to
growing reliance on intelligent systems in sensitive sectors.

Keywords: artificial intelligence, cybersecurity, national infrastructure, United States.


mailto:djallel.gassarellil@univ-annaba.dz

2025 swmisi 30 ella¥l ¢S jae 8 3l Y] class

fas el A dlSa § B ) gLl Aoglail) llad
ole alae 6_5.53%.50.3..5/‘14
- Bt - gtid] oyl i) il Al - S - il gyl ) il el

ameurdroit5@gmail.com takwa.bendib@univ-tebessa.dz

ozl

ALl Lppslasey e (Apualadl @il (e calisl @bl (o Busunr Auesd Cuandl panll § oy
bl Gl oYl e dpaadl Bage cliw aad Glaglall ol Sl seladdl Ul 3 Lo ¥ (Lalil] Ligasmg
LT sk ausgll Ida (Faiwl a8y . asall (oMl Bl 1sue (54 L cdubedl cbiled) ielgd Cbluguly duas il
yad Lo ol Asleglall Blesd) cilmislial e 2SN an colgill ciliaie se Lo ¥ (g ASTYN danyell 2 Il
ead Yl e 39 JUas¥l Lz gleikn das,l) Al cilisLelly cligletdl (o asdl 3 03939 il a3l
soshad e g AT @iyl (e Al Slamall Az ol Augilall Lralasly 2slind) Lelan, dd gy J) sl5dl
Jodly A1l caiaall e Lazsll bzl o Gglastl 3a5ais Al lsall perudl oyl Jodd Alas ol
iy sl pd! @iyl 28l (S5l Lpoaie) G31 cldS Jalis (o lail puas J) At dl 48,081 sia s
295 Awlys J] BLAYL (Lpdlad sutay lilee Laudas 2889 aball @ld cuilgall Juds ae b Jgeall wilay,aal]
A ) Byl 28180y (il el (§ Apall el Calise
ULl Byles (sl el ad ¢ il ¥ 2 pad ] Aas ) i Lial | o LodST

Abstract

In the modern era, a new type of crime has emerged that differs from traditional crimes. It is
characterized by its high seriousness and difficulty in proving, especially in light of the early
development of information security. Several cases of personal data breaches and targeting of
national databases have recently been recorded, posing a direct threat to national security. This
situation has necessitated the development of mechanisms to combat cybercrime, particularly
through social media platforms, with a focus on information protection strategies, or what is
known as cybersecurity, and its role in reducing abuses and criminal practices related to
communication technology. In this context, Algeria seeks to modernize its criminal legislation
and legal systems to address the challenges arising from cybercrimes, while developing effective
mechanisms that include continuous training of security forces and enhancing cooperation
between competent authorities at the domestic and international levels. This research paper

aims to provide a comprehensive review of the mechanisms adopted by Algeria to combat
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cybercrime, in accordance with applicable legislation, analyzing the relevant laws, how they are
applied in practice and their effectiveness, in addition to studying the role of the various parties
concerned in researching, investigating and combating cybercrime.

Keywords: cybercrime, cybersecurity, Algerian legislation, data protection.
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Abstract:

Cybersecurity constitutes a fundamental pillar for the stability of states and the protection of
their critical infrastructure against advanced persistent threats (APTs), which are highly
sophisticated attacks capable of adapting to traditional defense mechanisms. In this context,
intelligent technologies, such as machine learning and deep learning, have become strategic
tools enabling states to detect and respond to attacks with greater speed and accuracy, thereby
enhancing their capacity to make proactive and strategic decisions to safeguard national
interests in the digital domain.

Keywords: Advanced Attacks / Intelligent Technologies / Cybersecurit
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Abstract

The information and communication technology environment includes many threats that
affect the security of the digital society. The rapid and random transfer of data belonging to
individuals and communities to the virtual world has made their community security and
identities constantly under threat, in this context, Algerian society suffers from the negative
consequences of digital exposure and the indiscriminate use of social media platforms, which
affect its fundamental values and often change its original principles. It also creates many
psychological problems within society due to the absence of the elements of control and
deterrence. This intervention aims to explore the implications of cyber threats and the security
of the digital society in Algeria, by addressing in the first section the meaning and forms of cyber
threats, and then in the second section the risks of violating digital privacy and its consequences
for the security of the digital community, as well as the risks of using cyberspace to promote
extremism and digital fabrication in the cyber environment.

Keyword : Cyber threats; security; digital society; digital privacy
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Abstract:

Algeria’s cyberspace is witnessing a rapid escalation of digital threats due to major
technological advances and the growing reliance on information systems across vital sectors.
This reality has prompted the Algerian state to adopt a set of legislative, institutional, and
technical mechanisms aimed at strengthening cybersecurity and protecting digital
infrastructures from intrusions and attacks. This paper seeks to highlight these mechanisms by
analyzing the national legal framework particularly Law 18-04 on cybersecurity the roles of
national protection and monitoring bodies such as the National Cybersecurity Authority, in
addition to national strategies, awareness programs, and capacity-building initiatives. The study
concludes that enhancing cybersecurity in Algeria requires developing digital infrastructure,
improving inter-institutional coordination, strengthening human and adopting an integrated

governance system capable of addressing current technological challenges.

Keywords :Cybersecurity / Cyber threats / Legislation/ Digital governance / Data protection

Digital transformation.
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Abstract:

This paper examines the British experience in deploying artificial intelligence through two
principal mechanisms: Live Facial Recognition technology, which has resulted in over 1,400
arrests since implementation, and the OASys criminal risk assessment system, which conducts
more than 1,300 evaluations daily. Despite exceptional technical accuracy (99.9997%), official
studies have revealed pronounced racial bias particularly against Black and Asian minorities,
and severe privacy violations affecting nearly two million individuals scanned without consent.
The British framework suffers from acute legislative vacuums: as of September 2025, no binding
statutory regulations govern Al use in criminal proceedings, relying instead on non-binding
professional guidelines. The study concludes that the British experience exemplifies a
fundamental tension between operational security efficiency and fundamental rights

protection, and recommends that prior enactment of comprehensive legislation, mandatory
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algorithmic bias testing, and independent regulatory oversight must precede any similar
deployment within the Algerian context.

Kexwords: Live Facial Recognition; OASys System; Algorithmic Bias; Legislative Gap; Human
Rights.
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Abstract

Cyber attacks on social media platforms pose an evolving threat to privacy, national security,
and the public interest. Hence, this paper aims to explore the role of artificial intelligence
techniques in enhancing the cybersecurity of these platforms, focusing on a practical analysis of
challenges and opportunities. Technologies such as machine learning and natural language
processing enable efficient monitoring of social media platforms to detect threats like phishing,
harmful content, and coordinated attacks, responding automatically and proactively. However,
this implementation faces challenges, such as the need for high-quality training data while
maintaining user privacy, and the risks of false alarms, necessitating continuous human
oversight and robust ethical frameworks to ensure an optimal balance between security and

efficiency in protecting digital platforms.

Keywords: artificial intelligence, social media, cyber attacks, data regulation and protection.
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Abstract

The phenomenon of cyber threats is different from the nature of traditional threats, and poses
a threat to the security of individuals an countries alike. With the emergence of the
technological revolution, artificial intelligence has emerged as a technology that has invaded all
fields, including cybersecurity Accordingly, this study came to clarify the role of artificial
intelligence in enhancing cybersecurity, through the necessity of accelerating the adoption of
legislation related to the various uses of artificial intelligence technology, in order to protect and
preserve privacy

Keywords: cybersecurity, artificial intelligence, enhanced protection
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Abstract

In the age of digitalization and the internet, cybersecurity represents the cornerstone for the
stability of critical infrastructure, especiall with the escalation and evolution of cyberattacks
targeting national databases and infrastructure. This intervention aims to shed light on the
revolutionary potential of Artificial Intelligence (Al) technologies as a double-edged sword. On
one hand, Al presents a new challenge by fueling advanced attacks (such as smart exploitation
algorithms), and on the other hand, it serves as a strategic defense line capable of real-time
anomaly detection, threat analysis, and prediction of future attacks with efficiency that
surpasses traditional methods. This study intends to provide a critical assessment of the

readiness of Algerian critical institutions to integrate Al solutions into their
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security strategies, focusing on balancing the technical and regulatory/legislative dimensions.
The paper discusses the importance of establishing a clear legal framework that enables the safe
and ethical use of Al in security monitoring and analysis operations (thereby ensuring the
protection of privacy and personal data), in addition to defining the necessary technical and
human requirements to translate these potentials into practical reality.

Keywords cybersecurity, Artificial Intelligence, Critical Institutions, Legislative Framework, Data

Protection, Security Sustainability
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Abstract:

The intersection of Cybersecurity and Artificial Intelligence (Al) represents a critical
challenge, as Al is utilized by attackers to launch sophisticated "intelligent attacks" that are
adaptable and capable of learning, thus surpassing the capabilities of traditional defense
systems. Effectiv immunization against these threats requires a shift toward a defense model
that also relies on Al and Machine Learning techniques, focusing on system resilience,
protecting training data, and using interpretable models to confront new and constantly

evolving threats.

Keywords: CybersecurityAtrtificial Intelligence. Challenges. Defense. Data Protection
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Abstract

The concept of national security is undergoing a fundamental transformation in the context of
the technological revolution driven by artificial intelligence. Threats are no longer confined to
traditional military domains but have expanded to include cyberspace, economic security, and
social stability. In this era, ensuring security requires enhancing institutional capacities through
the training of specialized personnel, raising end-users’ awareness of digital threats, and
adopting flexible strategies capable of adapting to future challenges to guarantee continuous
and effective protection. This paper provides a comprehensive analysis of the new requirements

for national security in this era, highlighting both opportunities and challenges.

Kezwords :national secu rity/ economic security.
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Abstract

The proof of cybercrimes raises numerous legal and practical challenges, as they represent a
form of computer crime committed in cyberspace—a virtual environment—which differs
from the natural environment where collecting crime evidence and tracing its effects is
easier. This necessitates the search for evidence appropriate to the technical nature of
virtual crimes, whereby judges are obliged to be prepared to accept evidence derived from
computers or private phones, particularly in light of legal provisions that guarantee the
principle of freedom of proof, which grants judges complete freedom in forming their

conviction in criminal matters.

To comprehensively address the elements of digital evidence and the legal challenges it

poses in criminal matters, this research paper examines the following:
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First: Definition of digital evidence and its distinctive characteristics.
= Second: Obstacles to discovering digital evidence.
= Third:Typesofdigitalevidence.
= Fourth:The evidential value of digital evidence in proo.

Keywords Smart Cyberattacks, Artificial Intelligence, , Cybersecurity
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Abstract

In the era of digital transformation and the steady increase of cyber threats, the
establishment of specialized national bodies has become vital. In this context, the National
Agency for Information Systems Security in Algeria emerges as a strategic sovereign entity,
established by Presidential Decree No. 22-248 dated July 5, 2022, representing the state's firm
political will to protect its digital space and build its electronic sovereignty. With the creation of
this agency, Algeria has taken an important step towards establishing a central and effective
government structure. Through this presentation, we will attempt to understand the legal
framework of this agency and its role in the field of cyber security, protecting the digital space,

and the state's electronic sovereignty through its specific legal system.

Keywords: Cybersecurity/. Artificial Intelligence/ Data Protection
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ABSTRACT

The proof of cybercrimes raises numerous legal and practical challenges, as they represent a
form of computer crime committed in cyberspace a virtual environment which differs from the
natural environment where collecting crime evidence and tracing its effects is easier. This
necessitates the search for evidence appropriate to the technical nature of virtual crimes,
whereby judges are obliged to be prepared to accept evidence derived from computers or private
phones, particularly in light of legal provisions that guarantee the principle of freedom of proof,
which grants judges complete freedom in forming their conviction in criminal matters. To
comprehensively address the elements of digital evidence and the legal challenges it poses in
criminal matters, this research paper examines the following:

e First: Definition of digital evidence and its distinctive characteristics.
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& Second: Obstacles to discovering digital evidence.
& Third:Typesofdigitalevidence.

& Fourth:The evidential value of digital evidence in proo.
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Abstract

Cybercrime is a relatively new crime, mainly involving attacks on electronic data. and are
characterized by the fact that they transcend national borders, which has led the international
community to cooperate in order to combat these crimes, as they affect the national security of
states in all respects. Therefore, states have sought to take joint measures to combat these
crimes by concluding international agreements and conventions to confront these crimes and
work to combat them, particularly through the efforts of the United Nations, including the
United Nations Convention on Cybercrime and the Budapest Convention on Cybercrime.The
Arab League Convention, as well as bilateral and multilateral agreements on extradition, are
among the most important methods of combating these crimes, given their borderless nature.

Keywords: international agreements, cybercrime, international cooperation.
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Abstract

Given the importance and volume of data that is collected, stored, and processed electronically,
and the seriousness of attacks on it, it has become necessary to establish effective legal
mechanisms to provide legal protection for this data. The importance of protection is evident in
the cybercrimes and breaches that occur in information banks, causing numerous violations
and extortion. This has necessitated the enactment of specific rules in this area, such as the
European General Data Protection Regulation (GDPR) and other Arab laws that impose a set of
strict legal obligations on data processors. Similar to Law 18-07, through which the Algerian
legislature established the National Authority for the Protection of Personal Data, in addition to
Law 11/25, this study aims to evaluate the national legislative system related to personal data
security.

Keywords Personal data security - Information security - Personal data - Cyberspace Abstract



2025 swmisi 30 ella¥l ¢S jae 8 3l Y] class

g‘.ﬁaqa’zn (g Sloglall > g giSS s ‘3 gﬂjg.y.«." RO -5 P PR | S g
SO e puels 3/ b

a.belahcene@univ-soukahras.dz

a2zl

oo dnled (Gl claall § Lelol com @) aelsall eal wadd Gl aile (e 3las) 2o o)

ol (8 lgass ¥ U3 ang Lyie ol JLiadl sue Cbloe mussdy « Aoludll (£lila¥l (01 @las 893 ,bolxe

Jazm L S e i yslaty Jlzell o Lol (e ccalisel Buad i 3519 (Sl 9> (arss GUBYI e ady 51 Ll

Lla> orasas @ly o Jlell i Bolsdl aelsall o Aelutuny Aolss Aegama e Blas¥l Uoyas Jumiwdl oo

53lg Siyels wa8 ciay @y @ il (oo Buge 28y e Bl 0T e ) ey Joad! il o dalis

cdgll § ol Gslall Alle Lol ilpwad! ¥l lab e ¢ gl balud 2dos GLLS Joe § AS5Ldw ayd
dl

ol glatdl adondl sl Blasyl ¢ elida ¥ oA (il pand| ya¥) 8o LiaL | Lo IS

Abstract

Perhaps drafting a legally binding global agreement to identify the most important rules to
follow in cyberspace to protect it from the risks of the rapidly accelerating artificial intelligence
revolution, explaining the consequences of non-compliance is tempting, however, It does not
seem at the moment to be within the realm of possibility at all, this is due to several reasons,
One of the most important aspects is that the field is evolving so rapidly that it is almost
impossible to reach a consensus A comprehensive and sustainable set of rules specific to this
field, which ensures sustainable protection of international cybersecurity. Despite, agreement
on a unified vision for cybersecurity has not yet been reached. new commonalities have
emerged in the work of international entities. highlights the dominance of cybersecurity as a
global priority for international cooperation at the moment.

Keywords: Cybersecurity, Artificial Intelligence, International Agreements, International

Cooperation.
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Abstract

The rapid development of artificial intelligence technologies has led to profound
transformations across various areas of life, as reliance on intelligent systems has become a
fundamental element in improving performance, rationalizing decision-making, and delivering
more efficient services. However, despite the significant benefits of this technological progress,
it has generated unprecedented legal and ethical challenges, particularly with regard to the
protection of privacy and the safeguarding of individuals’ personal security. Artificial

intelligence relies heavily on the collection and processing of vast amounts of personal data, as
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well as the analysis of individual behaviors and patterns. This has raised growing concerns
about violations of private life, the expansion of digital surveillance, and the potential misuse of
personal data. Moreover, the development of identity recognition technologies and predictive
systems may lead to automated decision-making processes that affect fundamental rights and
freedoms without adequate legal oversight. The most prominent risks lie in the extensive
collection and analysis of personal data, the use of intelligent surveillance systems, and identity
recognition technologies, which may infringe upon individuals’ private lives in the absence of
sufficient safeguards. Intelligent algorithms also pose challenges related to the security of
personal data and the possibility of its misuse or exploitation in ways that threaten individual
rights and freedoms.

From this perspective, examining the risks of artificial intelligence to privacy and personal
security is of paramount importance, as it represents one of the contemporary issues that
require legislators and legal researchers to work toward achieving a delicate balance between
the demands of technological advancement and the necessity of protecting individuals’
fundamental rights in the digital age.

Keywords: Artificial Intelligence, Privacy, Personal Data Protection
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Abstract

The 2024 United Nations Convention on Cybercrime constitutes the first
comprehensive international instrument dedicated to addressing the expanding phenomenon
of cybercriminality. Adopted by the UN General Assembly on 24 December 2024, the
Convention seeks to harmonize criminalization standards, reinforce international cooperation,
and ensure effective mechanisms for evidence-sharing, extradition, and mutual legal assistance.
The Convention also emphasizes the need to strike a balance between cybersecurity
imperatives and the protection of human rights and digital privacy. Algeria’s accession
represents a significant milestone, particularly given its leading role in negotiating and shaping
the Convention’s final text.

The Convention provides a robust legal and technical framework to counter cyber
threats, including malware, intrusions, digital fraud, and data manipulation. It criminalizes a
wide range of cyber-offences such as unlawful access to information systems, illegal

interception of data, intentional damage or alteration of electronic information, system
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interference, misuse of technological tools, electronic forgery, and digital fraud. Special
provisions address the sexual exploitation of children online and mandate enhanced protection
and support for victims. Additionally, the Convention adopts a preventive approach by
encouraging States to develop national cybersecurity strategies and promote collaboration
between public and private sectors.

Kezwords: Cybersecurity,Cybercrime, International Cooperation, Victim Protection,

International Conventions.
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Abstract

Cybercrimes are newly emerging crimes that have come to be rec-ognized in our current era
due to their association with computers and the rapidly evolving internet. These crimes pose a
threat to the lives of indi-viduals and institutions as they are characterized by their cross-border
nature, making them difficult to detect and prove. Cybercriminals, who are skilled and
intelligent, perpetrate these offenses. Given the quiet nature of these crimes, it is no longer
possible for a state to confront this danger alone; therefore, countries must cooperate through
security and judicial collaboration, establishing agreements and creating new laws, all to com-
bat cybercrimes that have become a concern of our time.

Keywords Cybercrime, Transnational Crime, Digital Evidence, International Cooperation,

Cybersecurity
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Abstract

Today, cybercrime has become a terrifying and painful reality that threatens nations and
individuals due to the evolving methods used by criminal programmers and the increasing
number of victims of these crimes.
The Algerian legislator has worked to establish preventive measures to limit these crimes. These
measures are known as the investigation and inquiry phase, dedicated to uncovering this type
of crime. Judicial police officers have been entrusted with numerous powers to combat these
crimes, such as receiving complaints and reports in normal circumstances. Additionally, they
have exceptional material powers like electronic inspection and examination, and personal
powers such as infiltration, electronic surveillance, interception of correspondence, and expert
analysis, all of which assist them in apprehending and punishing perpetrators for their actions.

Keywords: Judicial police-Cybercrime-Investigation and inquiry-
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Abstract

Artificial intelligence constitutes a cornerstone in the development of modern

cybersecurity, as it enhances systems' capabilities for proactive and adaptive detection of
complex cyberattacks by analyzing vast amounts of data and identifying threat patterns. This
accelerates incident response processes and improves defenses against emerging threats such
as advanced malware and phishing attacks. However, it simultaneously raises challenges
related to the potential compromise or manipulation of these intelligent models themselves and
poses ethical questions regarding privacy and over-reliance on automation.
Al employs techniques like machine learning and natural language processing to analyze big
data and predict attacks before they occur. Furthermore, Al can contribute to automating
security processes, reducing the workload on human teams and increasing the speed of
response to threats.

Keywords: Artificial Intelligence, Cybersecurity, Threat Detection, Response, Machine Learning
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abstract

The right to privacy is one of the rights most closely connected to an individual’s personality
and most strongly linked to human dignity, as it encompasses both the material and moral
aspects of the human person and is closely related to other rights and freedoms. It has also been
significantly affected by the risks imposed by scientific and technological developments in the
fields of media and communication. For this reason, the Algerian legislator has accorded it
special importance by recognizing it as a constitutional right and duty that individuals must
respect when exercising their rights and freedoms, and by criminalizing acts that infringe upon
it. Crimes against privacy have thus constituted the core of the amendments introduced by
ordinary legislation in order to define the various forms and manifestations of such violations,
whether from the material aspect, represented by the inviolability of the home and the integrity
of the human body, or through digital media, with regard to electronic conversations and
correspondence, the taking of photographs, as well as the automated processing of data
systems.

Kexwords: Privacy, Electronic Correspondence, Conversations.
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Abstract

The nature of digital threats is rapidly evolving due to the advancement of artificial
intelligence, which has become a digital actor capable of self-learning and enhancing its
offensive capabilities, surpassing traditional defense mechanisms. As national cyber
infrastructures intersect with Al systems across critical sectors such as security, defense, finance,
health, and transportation, legislative gaps and legal challenges confronting traditional
cybersecurity frameworks are increasing.

This presentation addresses the following issue: To what extent can national and
international legislation keep pace with emerging threats generated by autonomous intelligent
systems

Key words : Traditional Legal Framework /
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abstract

The field of cybersecurity is undergoing a fundamental transformation due to the rapid
advancement of artificial intelligence, which has evolved from a mere analytical tool to a self-
learning system capable of detecting vulnerabilities and predicting cyberattacks before they
occur. These capabilities offer a valuable opportunity to develop more effective security
policies, enabling states and organizations to respond to digital threats with greater speed and
precision.

The presentation focuses on two main axes:

1. The Role of Al in Enhancing Cybersecurity: Utilizing big data analytics, real-time

threat detection, and improving monitoring and response systems.
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2. Developing Security Policies Based on Al: Reviewing strategies and regulatory
measures that allow leveraging Al technologies while ensuring privacy, data

Integrating Al into the design and implementation of cybersecurity policies represents a

strategic step to strengthen defensive capabilities, reduce digital risks, and ensure continuity of

critical services in a rapidly evolving digital environment
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Abstract

The world is witnessing a rise in sophisticated cyberattacks alongside the increasing reliance
on digital technologies, making cybersecurity a strategic priority. Artificial intelligence (Al) plays
a dual role: it serves as a tool to enhance digital defense through early threat detection and big
data analysis, while at the same time it can be exploited in smart attacks. At the international
level, policies and strategies have emerged to coordinate efforts among countries, such as
international agreements and joint initiatives to strengthen digital protection and information
sharing. These policies also emphasize the importance of legal and ethical frameworks to
ensure the responsible use of Al, in addition to training human resources to enhance defensive
capabilities. International cooperation and the balanced use of Al are key to ensuring global

cybersecurity and digital stability.

Key words : Cybersecurity, Artificial Intelligence (Al), International Policies, International

Cooperation, Cyber Attacks .
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Abstract

Smart cyberattacks refer to an advanced form of digital threats that rely on artificial
intelligence and machine learning techniques to infiltrate information systems with greater
accuracy and effectiveness. These attacks are characterized by their ability to learn and adapt to
security mechanisms, making their detection and mitigation more complex than traditional
cyberattacks. Smart cyberattacks include several types, such as advanced phishing attacks,
intelligent malware, Al-enhanced social engineering, and behavior-based attacks that exploit
data analysis and user patterns. These evolving threats pose significant security challenges,
necessitating the development of intelligent defense mechanisms, strengthened international
cooperation, and the establishment of legal and ethical frameworks capable of keeping pace

with rapid technological advancements.

Keywords Smart Cyberattacks, Artificial Intelligence, , Cybersecurity, Digital Threats.
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Abstract:

The digital space has generated new patterns of human trafficking, as criminal networks
increasingly exploit online platforms and social media to lure victims and organize exploitation
beyond traditional control mechanisms. This transformation has given rise to complex legal and
security challenges related to detection and monitoring difficulties, digital evidence, and the
attribution of criminal responsibility across borders. Moreover, the transnational nature of
cyberspace poses significant challenges regarding jurisdiction and international cooperation.
Consequently, effective countermeasures require the modernization of criminal legislation, the
strengthening of digital investigation mechanisms, and the establishment of international
partnerships to combat human trafficking in the digital environment.

Keywords: Human trafficking; Cyberspace; Digital crimes; Electronic evidence; Jurisdiction;

International cooperation.
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Abstract

Human trafficking is one of the most serious transnational crimes, and technological
development has significantly complicated efforts to combat it. Criminal networks increasingly
exploit modern communication tools, social media platforms, and digital currencies to recruit
victims and facilitate transportation and exploitation while evading detection. Moreover, cyber-
related trafficking crimes raise complex legal and procedural challenges concerning digital
evidence, jurisdiction, and international cooperation. The lack of coordination among states and
disparities in national legislations further exacerbate these challenges. Therefore, there is an
urgent need to update legal frameworks, strengthen the technical capacities of competent
authorities, and enhance international cooperation to effectively combat human trafficking in

the digital age.

Keywords: Human trafficking; Technological development; Cybercrime; Digital evidence;

International cooperation; Legal protection
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Abstract

the rapid development of artificial intelligence technologies has contributed to reshaping the
nature of cyber threats, as attacks have shifted from traditional methods to intelligent patterns
based on machine learning and the analysis of large volumes of data. These technologies enable
attackers to enhance the precision of their attacks, bypass security systems, and carry out
automated intrusions that are difficult to predict or detect in their early stages. This has led to an
escalation of risks targeting data and digital infrastructures, necessitating the development of
advanced cyber defense mechanisms and a legal framework capable of keeping pace with this

technological transformation.

Keyword : Cyber Threats / Technology / Risks / Intrusion. :
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abstract

The topic of Artificial Intelligence and Cybersecurity addresses the basic concepts of both
fields and the challenges arising from contemporary technological development. Artificial
Intelligence refers to technologies that enable computer systems to simulate human cognitive
abilities such as learning, reasoning, and decision-making. Cybersecurity focuses on protecting
systems, networks, and databases from various cyber threats and attacks. The relationship
between them lies in using Al techniques to enhance early threat detection, risk analysis, and
automated response. However, this advancement also poses major challenges, including the
misuse of Al in launching sophisticated cyberattacks, the growing complexity of cybercrime,
threats to privacy, and the difficulty of keeping legal and ethical frameworks up to date with

rapid technological change.

Keywords: artificial Intelligence/ Cybersecurity / Data Protection / Cyber Threats/ Hacking —

Privacy / Digitalization/ Information Security.
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abstract

Cyberspace has created a fundamental dilemma related to the legal characterization of state
behavior within this domain, as it is considered a global virtual environment that connects
countries worldwide without restrictions or geographical barriers. This directly affects state
sovereignty and raises essential questions about the ability of states to exercise their

sovereignty in cyberspace as a new arena for international interactions.

Artificial intelligence plays a pivotal role in strengthening digital sovereignty strategies by
enhancing states’ ability to control their data and digital infrastructure. It helps analyze vast
amounts of data locally, thereby reducing dependence on foreign platforms and technologies.
Al also contributes to improving cybersecurity by predicting digital threats and responding to
them effectively, and it supports strategic decision-making through intelligent models that

enhance planning and national digital policies.
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abstract

in the era of digital transformation, where personal data intersect with intelligent algorithms,
a strategic legal challenge emerges in ensuring the protection of individual rights and the
security of the national cyber infrastructure. Artificial intelligence relies on vast amounts of
personal data, and any algorithmic malfunction may lead to bias, exploitation, or infringement
of the sanctity of private life through unlawful analysis and violations of privacy. At the same
time, this technology offers significant opportunities to enhance cybersecurity through
advanced systems for early threat detection, predictive encryption, and preventive risk analysis.
Achieving a balance between these legal and technical dimensions requires the establishment
of a robust governance framework that guarantees the protection of personal data without
restraining innovation or hindering the development of artificial intelligence. Such a framework

should be based on the principles of transparency and accountability, aligned with international
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best practices, and supported by a national strategy founded on specialized legislation,
independent regulatory authorities, and advanced training programs, thereby ensuring digital

sovereignty that safeguards rights and elevates the country to the ranks of leading nations.

Keywords Digital Transformation — Artificial Intelligence — Personal Data Protection —

Cybersecurity — Privacy — Digital
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